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AgE £

= gemu
ALS ME 1T O
" nasm
stud@stud:~$ objdump -d a.out
ySIR=1
" O = E-I (X86) a.out: file format elf32-1386
- as (GAS) Disassembly of section .plt:
MNME 08048170 <printf@plt-0x10>:
" O-I o= E-I (ARM) 8048170: ff 35 4c 92 04 08 0x804924c
8048176: ff 25 50 92 04 08 *0x8049250
- Id 804817c: 00 00 %al, (%eax)
A9 =2 08048180 <printf@plt>:
" E-|_-'-T—o o|9-| 8048180: ff 25 54 92 04 08 *Ox8049254
8048186: 68 00 00 00 0O $0x0
. 804818b: e9 e0 ff ff ff 8048170 <printf@plt-0x10>
= objdemp
Disassembly of section .text:
H X I I
= QHME HO 08048190 <main>:
8048190: 68 58 92 04 08 $0x8049258
8048195: e8 e6 ff ff ff 8048180 <printf@Eplt>
u gdb 804819%a: bg 01 00 00 00 S0x1,%eax
804819f: bb 60 60 00 00 $0x0,%ebx
80481a4: cd 80 $0x80
= C|HHA
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ID: stud / PASS: 123123

apt-get install nasm

apt-get install vim

HOE 4l = Z= ‘44 x86_exam/hello

= =
ZZ 0|5 Z vijhello.asm A S
ME ILE A

nasm -felf32 hello.asm & & 1ld -I/1ib/ld-linux.so0.2 -1lc --entry main hello.o

Ubuntu Desktop X86_exam/he110/hello.asm

extern printf
global main

section .data
message db "Hello, World!", 10, ©

section .text
main:

)
?iZJ‘
@ ;
zz

push dword message
call printf

mov eax, 1

mov ebx, ©

int 806h
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PUSH, POP

=  PUSH: 2E40] H|O|E{ & &<
= push word / dword / word

+ push BHOE X152
2 A1

Z ESP £ 4 HIO|E

= POP: 2EH0j| A H|O|E{E TH'H
- AEHO|A] 4 HIO|EZ T S X3 x|
AEG A

%W*I%l

[vim 3 AMT]

$ cd

$ vi .vimrc

set number
1wq
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= ZEIT MW 5|
- QHNE FC MY

* nasm -felf32 examl.asm

e 1d --entry main examl.o

m>
ot

e ,/a.out

=  Segmentation Fault!

= x86 g =2 ¢10l= 7t 20| ¥

=
[examl.asm]
$ vi examl.asm
global main
section .text
main:
push 10h
push 0x12345678
pop eax
pop ebx
twq

$ nasm -felf32 examl.asm

$ 1d -entry main examl.o

$ file a.out

$ ./a.out
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Segmentation Fault in Linux
= Z2IF0| H{EE[X| 2 H2E| SHo E
oz Hze| FYo 2 S A= EdF Y
« BXRE HEE S0 oot 82 &
« T2 H7r H4SHA] ot ArEAT &8 440] UALE
. A mz e Aa ®

o
. Z20|
- OFX

= 2RSS M2 ofx| 52%7| wiZofl ofl2] 7} =2l
= GDBOjM £8 Ctg 2d2 -0 S MU= XX| Xot= As &2l 7ts

. ZEI3o| B2 AlAY 22 0|80} &
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O =

objdump

- D29l o3 =elst7|

=  objdump

= QUME IS HEHEE A (d 58 ALE)

THE
. disassemble: A SHII} 2 0f| A
* $ objdump -d a.out

stud@stud:~/x86_exam/examl$ objdump --help
Usage: objdump <option(s)> <file(s)>
Display information from object <file(s)>.
At least one of the following switches must be given:
-a, --archive-headers Display archive header information
-f, --file-headers Display the contents of the overall file header
--private-headers Display object format specific file header contents
--private=OPT,O0PT... Display object format specific contents
--[section-]headers Display the contents of the section headers
. --all-headers Display _the contents of all headers
--disassemble Display assembler contents of executable sections
--gisassemple-atlt DUSpLay asSembler contents of all sections
--source Intermix source code with disassembly
--full-contents Display the full contents of all sections requested
- -debugging Display debug information in object file
-e, --debugging-tags Display debug information using ctags style
-G, --stabs Display (in raw form) any STABS info in the file
-W[lLiaprmfFsoRt] or
--dwarf[=rawline,=decodedline,=info,=abbrev,=pubnames,=aranges,=macro,=frames,
=frames-interp,=str,=loc,=Ranges,=pubtypes,
=gdb_1index,=trace_info,=trace_abbrev,=trace_aranges,
=addr ,=cu_1index]

C

| A
A0 &5

[examl.asm]

global main

section .text

main:
push 10h
push 0x12345678
pop eax
pop ebx
1Wq

stud@stud:~/x86_exam/examl$ objdump -d a.out

a.out: file format elf32-1386

Disassembly of section .text:

08048100 <main>:

8048100: 6a 10 SOx10
8048102: 68 78 56 34 12 $0x12345678
8048107: 58 %eax
8048108: 5b %ebx

61/ 145



dEa| Ao Mg

GDB

= ZEH0| H¥El= A D == QHojlAM OffH LO| A0{Lt=X] =

gdb - The GNU Debugger

SYNOPSIS
gdb [-help] [-nh] [-nx] [-q] [-batch] [-cd=dir] [-f]
[-tty=dev] [-s symfile] [-e prog] [-se prog] [-c
[-x cmds] [-d dir] [prog|prog procID|prog core]

[-b bps]
core] [-p procID]

DESCRIP¥E2Npurp05e of a debugger such as GDB is to allow you to see what is going on "inside" another program while it executes -- or what another
program was doing at the moment it crashed.
GDB can do four main kinds of things (plus other things in support of these) to help you catch bugs in the act:
Start your program, specifying anything that might affect its behavior.
Make your program stop on specified conditions.
Examine what has happened, when your program has stopped.
Change things in your program, so you can experiment with correcting the effects of one bug and go on to learn about another.

You can use GDB to debug programs written in C, C@t{++}, Fortran and Modula-2.

GDB is invoked with the shell command "gdb". Once started, it reads commands from the terminal until you tell it to exit with the GDB command
"quit". You can get online help from GDB itself by using the command "help"

You can run "gdb" with no arguments or options; but the most usual way to start GDB is with one argument or two, specifying an executable
program as the argument:
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= GDB Al 7|

stud@stud:~/x86 exam/examl$ gdb a.out

GNU gdb (Ubuntu 7.7.1-Oubuntu5~14.04.2) 7.7.1

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/1l
This is free software: you are free to change and redistribu
There is NO WARRANTY, to the extent permitted by law. Type
and "show warranty" for details.

This GDB was configured as "i686-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources onlineg
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"
Reading symbols from a.out...(no debugging symbols found)...
(gdb) q

stud@stud:~/x86 exam/examl$ gdb a.out

GNU gdb (Ubuntu 7.7.1-OQubuntu5-~14.04.2) 7.7.1

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/1l
This is free software: you are free to change and redistribu

There is NO WARRANTY, to the extent permitted by law.
and "show warranty" for details.

This GDB was configured as "i686-1linux-gnu".

Type "show configuration" for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources onlineg
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"
Reading symbols from a.out...(no debugging symbols found)...
(gdb)

Type

Al A
— =]

[a.out]

$ gdb a.out

(gdb) disassemble main

Dump of assembler code for function main:

0x08048060 <+0>: push $0x10
0x08048062 <+2>: push $0x12345678
0x08048067 <+7>:  pop %eax
0x08048068 <+8>:  pop %ebx

End of assembler dump.

(gdb) set disassembly-flavor intel

(gdb) disas main

Dump of assembler code for function main:

0x08048060 <+0>: push 0x10
0x08048062 <+2>: push 0x12345678
0x08048067 <+7>: pop eax
0x08048068 <+8>: pop ebx

End of assembler dump.
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HX|AE HE 2ol

-1

= HIX|AE HE2 =l

(gdb) info register

he program has no registers now.
= DZZEHO0| HAEX] U7 M

- ZERIW MY
= (gdb)run

« Segmentation fault 2’4

= Breakpoint &%

= (gdb) break main

= main&®a4E disassemble
(

db) disas main

09

0| M

[a.out]
(gdb) info register

(gdb) run

Starting program:
/home/stud/x86_exam/examl/a.out

Program received signal SIGSEGV, Segmentation
fault.
Px08048069 in ?? ()

(gdb) b main

(gdb) disas main

(gdb) b main

Breakpoint 1 at 0x8048060

(gdb) disas main

Dump of assembler code for function main:
0x08048060 <+0>: push 0x10
0x08048062 <+2>: push 0x12345678
0x08048067 <+7>: pop eax
0x08048068 <+8>:  pop ebx

End of assembler dump.
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dlX|AE HHE gely2 [a-out]

-1

= CIA] =220 Al (gdb) r

(gdb) r
The program being debugged has been started already. (gdb) disas main
Start it from the beginning? (y or n) y

Starting program: /home/stud/x86 exam/examl/a.out

Dump of assembler code for function main:
Breakpoint 1, 0x08048060 in main () => OXx08048060 <+0>: pUSh ox10
. Br‘eakpoint7f )kEﬂgE:!% oE|- _zlk_ 9}\% 0x08048062 <+2>: push 0x12345678
0x08048067 <+7>: pop eax
0x08048068 <+8>:  pop ebx
End of assembler dump.

= LAl main®+E disassemble
(gdb) info reg

N eax o0x0 0
. EI-Al E‘“XlﬁE‘l xc';E %!'?_' ecx 0x0 )
edx 0x0 0
= (gdb) info reg ebx ox0 @
esp Oxbffffoao Oxbffffoa0o
ebp ox0 ox0
esi 0x0 0
edi 0x0 0
eip 0x8048060 0x8048060
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E F S a.out
EHN Y X|AH 7 =0l [2-out]
- (gdb) info reg $eax
. EM HXAE ZY ol s
(gdb) info reg $eax
. eax 0x0 0
= (gdb) info reg $eax (2db) info reg $esp
" N esp oxbffffoao oxbffffoao
o eaxff K|AE ZrEH =0l (gdb) info reg $eip
eip 0x8048060 0x8048060

= (gdb) info reg $esp

-« espdfX|AH ZiEF =0l

= (gdb) info reg %$eip

- eip?fA|AH gfEh =2l

-

66 / 145



